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To Unseal or Not to Unseal: The 
Judiciary’s Role in Preventing 

Transparency in Electronic Surveillance 
Applications and Orders 

Brian L. Owsley* 

INTRODUCTION 

For eight years, I served as a United States magistrate judge in the Corpus 
Christi Division of the Southern District of Texas. In our division, we dealt 
with a large number of criminal matters, some of which required me to review 
sealed applications for search warrants, pen registers, trap and trace devices, 
and other various forms of electronic surveillance, such as those pursuant to the 
Stored Communications Act.1 During my term, I signed orders granting 
hundreds of such applications,2 and all of these applications and orders were 
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1.  See generally FED. R. CRIM. P. 41 (search warrants); 18 U.S.C. § 3122 (2014) (pen registers 
and trap and trace devices); 18 U.S.C. § 2703 (2009) (disclosure of cell phone communications or 
records).  

2.  The number of sealed documents pertaining to these requests for electronic surveillance 
authorization is staggering. By one assessment, federal magistrate judges handle over thirty thousand 
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routinely sealed at the request of the United States Attorney because they 
involved ongoing criminal investigations.3 

It makes sense that they were initially sealed so as to prevent any targets 
of the investigation from learning that they were indeed being investigated. 
Otherwise, these suspects might destroy evidence of their crimes, intimidate 
witnesses from cooperating, or flee the jurisdiction. Eventually, however, these 
applications and orders should have been unsealed. Documents are not 
supposed to remain sealed forever. Indeed, the Supreme Court has explained 
that, as a general rule, judicial records are to be open to the public, in part so 
that citizens may “keep a watchful eye on the workings of public agencies.”4 

The process of unsealing electronic surveillance applications and orders 
falls squarely within a magistrate judge’s duties.5 This Essay discusses my 
experience when I attempted to unseal a number of old applications and orders, 
and analyzes the ramifications of the judiciary’s reluctance to unseal such 
documents. 

I. 
ONE MAGISTRATE JUDGE’S FAILED ATTEMPT TO UNSEAL APPLICATIONS 

FOR ELECTRONIC SURVEILLANCE ORDERS 

In April 2013, as I was taking care of various administrative details before 
leaving the bench, I decided that I was going to unseal most, if not all, of the 
electronic surveillance applications and orders that I had considered and signed 
while I served as a magistrate judge unless there was some compelling reason 
to keep them sealed, such as an ongoing criminal investigation. I did not view 
this decision as a particularly controversial one. Moreover, I did not consider 
the matters involved to be extraordinarily interesting to anyone in particular. I 
instead thought that if I did not unseal these documents, they were likely to 
remain sealed for all of eternity. I felt that the reason for keeping most, if not 
all, of the documents sealed no longer existed because the criminal cases that 

 
such applications a year. Stephen Wm. Smith, Gagged, Sealed & Delivered: Reforming ECPA’s 
Secret Docket, 6 HARV. L. & POL’Y REV. 313, 322 (2012). 

3.  See Kamakana v. City & Cnty. of Honolulu, 447 F.3d 1172, 1178 (9th Cir. 2006) (noting 
that a few narrow categories of documents are sealed by federal courts, including “warrant materials in 
the midst of a pre-indictment investigation”); United States v. Ketner, 566 F. Supp. 2d 568, 589 (W.D. 
Tex. 2008) (explaining the need to seal documents relating to an investigation “to preserve the integrity 
of the Government’s investigation and prevent witness intimidation”). 

4.  Nixon v. Warner Commc’ns, Inc., 435 U.S. 589, 598 (1978) (citations omitted); see also In 
re Application of the U.S. for an Order Pursuant to 18 U.S.C. § 2703(d), 707 F.3d 283, 290 (4th Cir. 
2013) (“the common law presumes a right to access all judicial records and documents” (emphasis in 
original)). 

5.  See In re Application of the U.S. for an Order Pursuant to 18 U.S.C. § 2703(d), 707 F.3d at 
289 (stating that the authority to unseal surveillance applications and orders falls within the additional 
duties contemplated in the Federal Magistrates Act); see also In re Search of a Residence which is 
Situated on a Cul-De-Sac at 14905 Franklin Drive, Brookfield, Wis., 121 F.R.D. 78, 79 (E.D. Wis. 
1988) (“The power to unseal is concomitant to the authority to seal.”). 
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formed the bases of the applications were long over. I also thought that 
government works best when it is transparent. 

I began the process of unsealing these documents by compiling a list of 
each sealed application that I had previously handled. I then divided the 
applications into three groups based on when they were filed. Initially, I issued 
individual orders for each application in the oldest group, explaining that I 
would unseal the materials unless I received an objection from the United 
States Attorney within a specified time period. This first group contained 
applications that were all over five years old, so it was quite likely that the 
investigations were no longer ongoing if arrests had not been made, as the 
federal criminal statute of limitations would likely have run. Alternatively, any 
target that was prosecuted would likely have been convicted and sentenced 
already. After this first wave of orders, I subsequently issued individual orders 
in two more waves, addressing the remaining two groups of applications. 

While I waited for the government to decide whether to object to the 
unsealing of any applications, I spoke with the supervisory Assistant United 
States Attorney for the Corpus Christi office regarding my orders. In response 
to his questions, I explained that his office did not need to file anything if it did 
not object to the release. Interestingly, because the files in the first group were 
so old, his office did not even have records regarding each application. 
Moreover, because they were all still sealed, the other Assistant United States 
Attorneys and staff could not review them. Ultimately, the supervisory 
Assistant United States Attorney filed a single global request in each 
application affected by my show-cause order seeking authority for staff 
members to review the applications in the clerk’s office in order to get the basic 
information he felt was necessary to respond to my order. 

The deadline to respond to the first wave of orders came and went without 
any objections from the United States Attorney. Consequently, I issued 
individual orders instructing the Clerk of the Court to unseal the relevant 
applications and orders and to make them electronically available. I then turned 
my attention to other matters. 

A few days after issuing the orders to unseal the first wave of applications, 
one of the district judges summoned me into his chambers. He told me that he 
had learned of my orders to unseal the various applications and that he was not 
going to allow them to go forward. We discussed the matter briefly, and I 
explained that the United States Attorney had not objected to the unsealing. I 
noted that the orders I had issued only affected old cases. I also told the judge 
that although the sealing of the documents was necessary when the applications 
were filed, keeping them sealed was no longer necessary, and the federal 
courts, like the rest of the federal government, should operate with some 
transparency. The judge indicated that the United States Attorney’s decision 
not to object was unimportant because its attorneys could not be relied upon to 
safeguard the all of the relevant interests. In the end, he issued an order 
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quashing my hundreds of orders to unseal. Additionally, his order contained 
virtually no reasoning or analysis justifying the continued sealing of any of the 
applications: “The Order of United States Magistrate Judge Brian Owsley 
providing for notice of unsealing of orders and associated pen register and trap 
and trace applications is VACATED.  Those orders and their applications will 
remain sealed until further order of the Court.”6 Of course, the judge’s order 
was also sealed.7 

It is unusual that a district judge would sua sponte issue an order quashing 
orders to unseal. If the United States Attorney had filed a motion before the 
district judge in response to my original order, seeking to bar me from going 
forward with the unsealing, then the district judge would be in a proper position 
to address the matter.8 Similarly, if the United States Attorney had filed 
objections indicating the reasons why the applications should remain sealed, 
but I had nonetheless ordered that they should be unsealed, then the United 
States Attorney could appeal my order to the district judge, and the district 
judge would again be in a proper position to address the matter. However, 
because no party had sought relief or action from the district judge regarding 
the matter, it struck me as highly irregular for the judge to intervene. Such an 
intervention was analogous to a trial court rendering a decision in some action 
and, without any appeal, the appellate court issuing a ruling reversing the trial 
judge’s decision. Furthermore, he perpetuated the sealing of these hundreds of 
documents, seemingly without ever reviewing any of them. 

The district judge’s approach here was additionally problematic because 
the unsealing of files by a magistrate judge is not only permissible but routinely 
done.9 Indeed, a magistrate judge within the same court, the Southern District 
of Texas, has routinely unsealed similar applications and orders.10 This 
demonstrates magistrate judges are able to unseal such documents and that 
there is no reason to continue sealing all of these documents. Thus, not only is 

 
6   Order Vacating Order to Show Cause, In re the Appl. of the United States for an Order: 

(1) Authorizing the Installation & Use of a Pen Register & Trap & Trace Device; & (2) Authorizing 
Release of Subscriber & Other Info No. 2:05-MC-50, et al. (S.D. Tex. Apr. 19, 2013) (citing 18 U.S.C. 
§ 3123(d)(1)).  Section 3123(d)(1) simply reiterates that “the order be sealed until otherwise ordered by 
the court.” 

7   Id. 
8.   As a general rule, district judges conduct the first-line review of many decisions and 

orders issued by magistrate judges. However, such review presumes that there is some dispute being 
raised by a party. See, e.g., 28 U.S.C. 
§ 636(b)(1) (discussing review of a magistrate judge’s proposed findings and recommendations only 
after a party has “serve[d] and file[d] written objections to such proposed findings and 
recommendations as provided by rules of court”).  

9.    See, e.g., Search of a Residence which is Situated on a Cul-De-Sac at 14905 Franklin 
Drive, Brookfield, Wis., 121 F.R.D. at 79. 

10.  See In re Sealing and Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876 
(S.D. Tex. 2008) (holding that a fixed expiration date was to be set as to the sealing and non-disclosure 
of electronic surveillance orders so that they would be unsealed unless the Government filed a motion 
to continue the sealing). 
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there a problem with the continued sealing of documents, but there is also a 
problem in the Court appearing inconsistent and arbitrary in its approach to this 
issue.  

III. 
WHY DOES SEALING DOCUMENTS IN PERPETUITY MATTER? 

Why is all of this important? Maybe it is not. After all, most of these 
applications and orders are fairly straightforward and routine. In my experience 
these applications dealt with common crimes in our division: narcotics 
trafficking, the smuggling of undocumented aliens, child pornography, etc.11 
However, they almost never involved any novel issues of law or high-profile 
investigations. In other words, they would be of little interest to most people. 

Nevertheless, even if no one ever wanted to or wants to view these 
applications and orders, they should still be unsealed and made available 
barring some extraordinary circumstance that would justify keeping them 
sealed.12 Federal courts do not sit as a Star Chamber, deciding matters while 
cloaked in secrecy.13 Indeed, public policy and the U.S. Constitution favor the 
unsealing of such documents: “A government operating in the shadow of 
secrecy stands in complete opposition to the society envisioned by the Framers 
of our Constitution.”14 

Furthermore, even though the applications and orders were routine on an 
individual level, the privacy implications of perpetually sealed surveillance 
orders might alarm the public. One need only look at the recent public uproar 
over NSA’s electronic surveillance program to know that most people are very 
concerned about these invasions of privacy. Unfortunately, continued sealing of 
applications and orders regarding pen registers, trap and trace devices, search 
warrants, and § 2703(d) orders15 prevents the public from understanding the 
scope of the matters involved and from serving its role as a check on 
government action. 
 

11.  See, e.g., In re United States for an Order: (1) Authorizing Installation and Use of a Pen 
Register and Trap and Trace Device; (2) Authorizing Release of Subscriber and Other Information; 
and (3) Authorizing the Disclosure of Location-Based Services, No. Misc. 07-127, 2007 WL 3341736 
(S.D. Tex. Nov. 7, 2007) (involving a narcotics trafficking investigation). 

12.  See In re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d at 895 
(“As a rule, sealing and non-disclosure of electronic surveillance orders must be neither permanent 
nor, what amounts to the same thing, indefinite.”). 

13.  See Doe v. Tenenbaum, 900 F. Supp. 2d 572, 609 (D. Md. 2012) (“This Court does not 
customarily sit as a Star Chamber, resolving of cases under the veil of a virtual seal.”).  

14.  Detroit Free Press v. Ashcroft, 303 F.3d 681, 710 (6th Cir. 2002); accord N.Y. Civil 
Liberties Union v. N.Y.C. Transit Auth., 684 F.3d 286, 299 (2d Cir. 2012). 

15.  Like pen registers and search warrants, federal magistrate judges routinely handle § 
2703(d) orders, in which the government seeks all types of cellphone and internet subscribers’ 
personal information, including name, address, driver’s license number, social security number, and 
means and source of payment. See 18 U.S.C. § 2703(c)(2); see also Brian L. Owsley, The Fourth 
Amendment Implications of the Government’s Use of Cell Tower Dumps in its Electronic Surveillance, 
16 U. PA. J. CONST. L. 1, 14–15 (2013). 
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Given that these documents should be unsealed, one must consider which 
parties should be responsible for initiating the process. The failure to request 
the unsealing of old applications can be attributed partly to inertia. In the 
narrative that I described, the party originally seeking to have the applications 
and orders sealed no longer felt they needed to be sealed,16 but this did not 
mean that the party would actively seek to have them unsealed. Indeed, during 
my term, the United States Attorney never requested to unseal any of these 
types of documents. Busy federal prosecutors rightly focus more on the present 
and future investigation and prosecution of criminal activity, not the 
reexamination of long-concluded cases and investigations. 

Additionally, the targets of such surveillance would seemingly have some 
interest in unsealing these applications. However, they often have much more 
pressing concerns, such as staving off charges or a conviction. Moreover, their 
defense attorneys have little incentive or strategic basis for wasting time 
focusing on such applications. Defense attorneys would have received the 
substantive information obtained through the surveillance orders when an 
Assistant United States Attorney attempted to use it in the course of 
prosecution. In addition, federal prosecutors would be required to provide any 
information that formed the basis for the applications or any exculpatory 
evidence obtained pursuant to the court orders.17 Even if defense attorneys were 
able to unseal and review these applications, the revealed information would be 
of little benefit for most of them, as there is no suppression remedy.18  

That essentially leaves the courts to monitor and unseal these files when 
appropriate. However, as my former colleague United States Magistrate Judge 
Stephen Smith has explained, magistrate judges in the Houston Division of the 
Southern District of Texas issued 3,886 orders regarding electronic surveillance 
applications between 1995 and 2007.19 He further concluded that “[a]s of 2008, 
99.8% of those orders remained sealed, long after the underlying criminal 
investigation was closed.”20 Needless to say, there is also inertia on the part of 
 

16.  In the case of pen registers and trap and trace devices, Congress has mandated that “the 
order be sealed until otherwise ordered by the court.” 18 U.S.C. 3123(d)(1). Interestingly, orders 
pursuant to the Stored Communications Act are not automatically sealed. In re Application of the 
United States for an Order (1) Authorizing the Use of a Pen Register and a Trap and Trace Device and 
(2) Authorizing Release of Subscriber Information and/or Cell Site Information, 396 F. Supp. 2d 294, 
309 (E.D.N.Y. 2005) (noting that “[t]he SCA does not mention sealing”). 

17.  See generally Brady v. Maryland, 373 U.S. 83 (1963).  
18.  See 18 U.S.C. § 2708 (limiting the remedies for violation of the Stored Communications 

Act); accord United States v. Perrine, 518 F.3d 1196, 1202 (10th Cir. 2008); United States v. Smith, 
155 F.3d 1051, 1056 (9th Cir. 1998). Similarly, several federal appellate courts have concluded that 
there is no suppression remedy for the violation of the pen register statute. See United States v. 
Forrester, 512 F.3d 500, 512–13 (9th Cir. 2008); United States v. Fregoso, 60 F.3d 1314, 1320 (8th 
Cir. 1995); United States v. Thompson, 936 F.2d 1249, 1249–50 (11th Cir. 1991); see also Owsley, 
supra note 15, at 28–29 (discussing cases in which the Government argued that there was no 
suppression remedy).  

19.  Smith, supra note 3, at 325. 
20.  Id. at 325–26. 
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federal judges, who, like prosecutors, are busy focusing on pending matters not 
long-closed ones. 

To be sure, almost all of these sealed documents are routine in their focus. 
Nonetheless, as a whole, they paint a telling picture for those who care to look. 
One can see what types of crimes are investigated. Additionally, one can 
ascertain the information that the United States Attorney typically relies on in 
filing its applications. Upon review of an application, additional research could 
reveal whether the subjects of the criminal investigation were ever indicted or 
convicted, as well as whether they were indicted or convicted of the offense 
that was originally being investigated. 

CONCLUSION 

How can the problem of unsealing electronic surveillance applications and 
orders best be addressed? As one might imagine, the solution lies with federal 
judges. Ideally, magistrate judges and district judges would ensure sealed 
documents, including those documents that are routinely unsealed in the 
applications and orders discussed here, would be routinely unsealed after a 
reasonable time period. Yet, as a practical matter, many judges just do not 
consider it an issue. 

If judges cannot be relied upon to sort this problem out, what other 
options remain? Prosecutors and defense attorneys have little incentive to 
unseal documents. Congress is unlikely to enact any legislation on this issue 
any time soon.21 This essentially leaves the public. Individuals will have to 
make requests to open up access to the courts. Perhaps these requests can be 
made in conjunction with media interest and public service organizations just 
as those groups push for transparency by ensuring that newsworthy 
controversial hearings are open to the public. Eventually, one would hope that 
such actions would encourage the courts to return to their proper role in 
regulating the matter of unsealing these surveillance applications and orders in 
a more transparent fashion. 

 
21.  See Owsley, supra note 15, at 42 (noting that Congress is recalcitrant to enact legislation 

in matters concerning electronic surveillance); see also Susan Freiwald, Cell Phone Location Data and 
the Fourth Amendment: A Question of Law, Not Fact, 70 Md. L. Rev. 681, 687 (2011) (“Historically, 
Congress has dragged its heels in protecting communications privacy until the courts have demanded 
it.”). 


